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NCSC o G?FiCé OF THE EXE.(;UT'IVE‘SECRETM{’{

NATIONAL
COMMUNICATIONS
SECURITY
COMMITTEE

- e COMSEC 8-1/4.
‘ S 12 February 1982

" MEMORANDUM FORkTHE MEMBERS, SUBCOMMITTEE ON TELECOMMUNICATIONS
AND NETWORK SYSTEMS SECURITY

SUBJECT: Approved Minutes of the Flrst Meetxng of the

S T 5 PRSI o SRS

R o 1. Attached are the approved minutes of the first meeting

e of the Subcommlttee, first submitted to you in the referenced
B ,memorandum , ;~' ~E."Aj : . : e 3

o ‘72;ﬂ Please note that one change was requested by
. Mr. Epperly in paragraph 4, six lines from the bottom of
thhe page: "“case-by-case review, and with contractor ADP
in the Defense Industrial Securlty Program syqtems alone,
.(v1ce "in 1ndustr1al")

Executive Secretary

Enclosure

Copy Furnlshed.
NCSC Members and Observers

+
’
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15 January 1982

1. The first meeting of the Subcommittee on Telecommunications
and Network Systems Security was held on Monday, January 11, 1982

at the Pentagon. Mr. Steve Walker, Chairman, opened the meeting

Y

x‘by conmentlng that the bubcommlttee was formed as a Lesult of

o ;

rra recommendatlon contalned 1n the flnal report of the Computer

{."ﬂli"

-Securlty Worklnc Group dated Ju]y, 1981. He owted the memorandum

31gned by Mr. Don Latham,_Chalrman, NCSC, dated 23 October 1981 whtch

hMr. Walker felt that one of

( to be the flrst order of bu51n ss, and that he would llke to comnlete

exceotlon of“paragraph 6, Wthh deals spec1f1cally w1th the SVS.b He

.asked everyone to con51der what the charter should contaln, and to

contrlbute thoughts, sentences or an entlre draft charter. Mr. Walker

urged everyone to contact hlm or Rudy Sgro of his staff as ‘soon as

possible with thelr suggestions.
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NSA, suggested'that~he, Dr. Krell and Mr. Epperly, as STAT

Chairmen of the three groups within the Computer Security Working Group
(CSWG), should be involved in the formulation of the charter.
Mr. Walker agreed to this this suggestioh.

.4,4 Copies of the proposed natiohaiwggligygon Protection—of

EElSE9EEHE£EéEAQEE_§ZEEEEE#EEE§liE§,§nclass1f1ed National

Secur1ty~ Related Information were handed out at the meetlng

Mr Walker 1nformed the grouvp that he had been brlefed on thlS

_pollcy by = - ‘of NSA. He suggested that the uubcommnttee

Cnpls . LR \,.._._‘

3ypart1c1pants look the draft over, and lf thele were 1tems ofv

o'concern to them, they should contact thelr NCSC staffer.

e~Treasury, Sald he feltwthe pOllcY was a good one, and that:heﬁhad 5
__found NSA expertlse in thlS area to be of great value LTL Wllllam R
| hantelau, Army, asked 1f there would be a list 51m11ar to the &
: ~gPreferred ?rOdUCtS LlSt (PPL) for DESr *er. Walker was not sure what

t\’

ANSA 1ntended to,do 1n thls area, but sald that told hlm they>STAT>l

:that 1nformat10n on certlflcatlon of equlpments would be avallable

through the NCSC. Mr. Epperly, DoD, felt the rewrlte was an

e o

1mprovement, and asked if NSA really apprec1ates the volume of ltems b

1nvolved.‘ He 901nted out the the prev1ous ‘draft had Speleled
case—by—case review, and with contractor ADP. in the Defense Industrlai“J:ﬁ;
Security program systems alone, this would total more than 4 000. ’7///(;
Mr. Epperly felt the practicality aspect of this version was a

significant improvement. The subject was raised as to how quickly

these procedures could be implemented, and Mr. Johnson said that ‘he

felt it could be done immediately, and that Treasury had never

experienced a delay.
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5. Mr. Walker suggested that the reports from the subgroups of
the CSWG should be discussed as soon as possible, and eald that he
would try to arrange to have the three principals present their

conclusions to the group, perhaps at the next mtotlnq

1ugp
vy

6. The Chalrman also brought up the subject of computer networks,
S

VER

L

and the auestlon of how to protect unclassified natlo%al securltyw
i e

related lnformatlon. He also thouqht that protocrlonsof class:f1ed

\",r"\__«f’\__/——————"‘- —~—

?1nformatlon in com ut r networks should also be within the group s' R
o ) N ‘“'"\_/‘j‘\*/_”_.______\

ourview. Access control 1ssues and the BLACKER sySLem were alqo

mentloned as 1tems of p0551ble concern. Mr; Walker’thought we should

ibe aware of these types of thlngs,:w

BLACKFR would be argood 1deaa

,7& Mr, JOhnSOn felt that the entlre ADP area should be dJ cussod

N T el e

and that in particular, ‘BI's, polygraphs, and methods used to handle
/\A\—-— e N . """"‘.TT" =

i %lnformatlon once it is transmltted must be given close'scrutlny.
Qer‘ Walker noted that we must have‘effective admininistrative/

‘procedural securlty.

! 8. The discussion turned agaln to the subJect of the charter.

I T

Mr. Johnson felt that the charter should be as broad as poss lble.h

ner. Mcclelland NC% sald that the charter should be ‘broad enough _

‘to address the problem of ma11c1ous dlsruptlon of a teiecomﬁuﬁloat:gigjﬁy
system. Mr. Walker asked which areas should be conSIdered beyond

the boundaries of the Subcommittee, and Mr. Johnson sald he thOught

there were none, if handled properly.
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9. Mr. Johnson felt there was a real need to develop a common

document to certify an accredited sys tem, similar to DCID 1/16
— —_— A, §
(Security of Forelgn Intelllgence in Automated Data Processing

Systems and Networks), and offered to take the lead in develop:nq a

S

draft pollcy statement. He asked that NSA part1c1pate as well.

) Mr. Johnson felt he would be able to have a flrst draft of thls pollcy

tatement‘by the next meetlng. He sald he would not excludc tele,r‘

le; ,Mrf Epperly sald he thought 1t was 1mDortant to streés

ngg;,gD_partggigatign_ln thls formulatlve staqe, as Lhe preceding
v’:ﬁ*@
worklng group had been very heav1ly represented by Defense. _He

o

12.  Mr. Walker closed the meetlno by saying that he hoped

the Subcommlttee would be very actlve, and that he nlanned to meet

. i‘-."

} monthly 1f p0551ble. He set the next meeting for February, at a';

tlme and place to be announced.

13. A list of attendees is attached.
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. ATTENDEES
DOD
Mr. Stephen Walker
OSD - C3I, Room 3Dl74
The Pentagon -
Washington, D.C. 20301 - . PH: 695-6123

Mr. Eugene Epperly
~: . Security Plans and Program Dlrectorate
";- ODUSD (Policy) . SR

. Room 3C283 - The Pentagon o
Washlngton, D.C. 20301

_Mr Gary Johnson Y S e
+Main .Treasury Building - Room 2049
15th and Pennsylvania, N.W. :

“Washlngton, D.C “20220 566 2679/71:

~ Mr. Richard Condon
.. Department of State L ot T
hfWashlngton, D. C 20520 ‘632+7808‘

" PRANSPORTATION

,”{

Mr. Sanford L. Glassman

. Office of the Secretary of Transportatlon
"M-30, Room 7109

~400 7th Street, S.W.

- Washington,. D.C. 20590 -

Ms. Betty K. Permetter
. Address as above

., LTC Wllllam J. Chantelau (for Mr. James Studer)
7 HODA (DAMI-CIC)
) The Pentagon . o o
Washington, D.C. 20310 o PH:

NAVY | C B SR

Lt. Linda M. Moore

OPNAV 942E2

Pentagon, Room 5E571 L
Washington, D.C. 20350 PH: 695-6792

Enclosure

Sanitized Copy Approved for Release 2011/08/08 : CIA-RDP87T00623R000100010042-0



v

Sanitized Copy Approved for Release 2011 /08/08 : CIA-RDP87T00623R0001 000100420 -

’

AIR FORCE

Lt Col. Lawrence Noble

HQUSAF/ACDX

The Pentagon '

Washington, D.C. 20301l PH: 695-6618 B B

Dr. Rona B. Stillman R

'HQ USAF/ACD ' I

The Pentagon ' ST ‘
Washington, D.C. 20301 oo ... . PH

; Room C2B37, Ops Bldg #3
: m‘Et. Gep. G. Meade, MD 20755
- cl2

-9800 SavageaRoéd S
. Ft. Geo. G. Meade, MD 20755 '

PH: 6886015

. Cdr. Erv Lischke
0JCS, C3S, C2 ADP Division
Room 1E833, Pentagon
Washington, D.C. 20301
(cdr Barry Stauffer will become
representative for JCS on 1 Mar 82)

’Fbc L . _ .
: Dr. Michael Marcus :
FCC/OST
2025 M Street, N.W., Room 7202 .
Washington, D.C. 20554 PH: 632-7040 _
(Unclassified mail address) . . -
NCS .

Mr. Frank McClelland
National Communications System
Washington, D.C. 20305 PH: 692-2124
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DCA
Mr. Edward C. Kennedy
Code 633
Washington, D.C. 20305 PH: 692-0061L
Mr. Wheeler Hatch "
Code 211 C e R -
Washington, D.C. 20303 D . .. PH: 692-6926

692 2000!, 7'

KAUTOVON)

,James Darnes
DLA~TI . ERIEI
.Room ;4D645, Bulldlng 4 :
Cameron Station: = ... ' ol SN
'Alexandria, VA 22314 - : ; “PH: 274-7878

'287-0107

'Natlonal COMSEC Comm:Lttee (NCSC)'
. .Room .C2A40, Operatlons Bldg. #3
' National Securlty Agency - @
Ft.:Geo. G. Meade, MD 20755

PH: 688-7355/2120s
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